[Tpunoxenue N 2
NHOOPMAIIMOHHAA  TTAMATKA  JIA  OBYYHAIOIIUXCA  JJIA
PASMEIIEHMA HA OPNINAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OoOJIblIE, a
IIKOJbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXHOCTEHM, MHTEPHET HECET U MPOOJIEMBI.
Ora mnaMmsTKa JOJDKHA TOMOYb TeOe Oe30MacHO HaxOoJUTbCd B  CETH.
Komnerorepusie  BHpyCbl KOMIIBIOTEpHBIM BUPYC - OTO Pa3sHOBHUIHOCTH
KOMITBIOTEPHBIX IPOTrpaMM, OTIUYUTEIBHON OCOOEHHOCTBIO KOTOPOMl SBIISIETCS
CIIOCOOHOCTH K pa3MHOKEHHUI0. B nomonHeHue K 3ToMy, BUPYChl MOTYT MTOBPEIUTH
WIA TIOJIHOCTBIO YHHUYTOXUTh BCe (ailibl W JaHHBIE, TOJKOHTPOJIbHbBIE
MOJI30BATENI0, OT UMEHU KOTOPOro ObUIa 3alylleHa 3apakeHHas MporpaMma, a
TAaK)K€ TOBPEIUTh WIH JAKE€ YHHUYTOXHUTHh ONEPALMOHHYI0 CHCTEMY CO BCEMU
daiinamu B 1enoMm. B GOJBIIMHCTBE ClydyaeB paclpOCTPAHAIOTCS BUPYCHI Yepe3
UHTEpHET. MeToBbI 3alUThI OT BPEAOHOCHBIX ITPOrpamMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMEIOIINE
CEPbE3HBII YPOBEHB 3alIUTHI OT BPELOHOCHBIX IIPOIPAMM,;

2. IloctosHHO YycTaHaBiMBal mauyTh (UKU(pOBBIE 3aIIATKH, KOTOpHIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEIbI0 JOPAa0OTKM MNpPOTpamMMbl) U JIpYyrHe
OOHOBJIEHUSI CBOEH omepauoHHON cuctembl. CkauumBall HX TOJBKO C
opunmanbHoro caira paszpadorunka OC. Eciaum CylecTByeT  pekuMm
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTail Ha cBOEM KOMIIBIOTEpPE IMOJ MpaBamMu MOJb30BATENSA, a HE
aAMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEJAOHOCHBIX MPOTPAMM
WHCTAJVIMPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTMBHUPYCHBIE NIPOTpaMMHBIE MPOAYKTHI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0as3;

5. Orpanunub GpU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHMX JIULL;

6. Mcnonb3yil BHELIHHE HOCUTENNU MH(OpMaLMY, Takue Kak (ielika, IucK
WK (paiia U3 UHTEPHETA, TOJILKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBall KOMMBIOTEpHBIC (ailyibl, MOTYYEHHBIE W3 HEHAJCKHBIX
UCcTOYHUKOB. Jlaxke Te (pailybl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydlie yrouHu
y Hero, otmpasisul au oH Tede ux. Cetm WI-FI Wi-Fi - 510 He B nepemaun
JIAHHBIX, HE TEXHOJIOTHS, a BCero Julib OpeHa, Mmapka. Eme B 1991 ronmy
HUJEpJaHACKas KomnaHus 3apeructpupoBana openn "WECA", uro o0o3Hauasno
cinoBocoueranue "Wireless Fidelity", koTopslil nepeBoautcs kak "OecnpoBoaHAs
TOYHOCTR". Jlo Haliero BpeMeHu Joluia Apyras abOpeBuarypa, KotTopas sBISICTCS
TaKoM ke TexHoJioruei. 3to aboperuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIO TaHO C
HAMEKOM Ha CTaHAapT Bbicuiedl 3BykoBoM TexHuku Hi-Fi, uro B mnepeBone
o3HavaeT "BBICOKAst TOUHOCTH". [la, OecruiaTHBIN HHTEPHET-A0CTYN B Kade, OTeNsIx
Y a’poropTax SBISETCS OTIMYHOM BO3MOYKHOCTBIO BBIXOAAa B HMHTepHeT. Ho
MHOTHE DJKCIEPThl CUYUTAIOT, 4To obmenoctynHslie Wi-Fi cetm He sBusoTCA
0e3omacHbIME. COBETHI 10 0€30MacHOCTH pabOThl B 00IIEAOCTYIHBIX ceTsx Wi-fi:
1. He nepenaBaii cBoro nuunHyto uHpopMaiuio dyepe3 odmenocrynusie Wi-Fi certn.



PaGoTas B HuX, KelaTeabHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEpA;

2. Vcnonp3yit 1 OOHOBIISI aHTUBUPYCHBIE ITporpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢ynkuuio "OOumit goctyn K
daiinam u npuntepam". JlaHHas GyHKUMS 3aKpbiTa MO yMOJYaHUIO, OIHAKO
HEKOTOpbIE MOJIH30BATEIN aKTUBUPYIOT €€ JUIsl yI00CTBA UCIIOIb30BaHUs B paboTe
WM ydeoe;

4. He wucnome3yéi myomuunsii WI-FI s mepenmaum JWYHBIX JaHHBIX,
HaIrpuMep JJIsl BBIX0JIa B COLIMATIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Ucnons3yit TonbKo 3amminenHoe coenuaenne yepes HTTPS, a ue HTTP,
T.€. Mpu Habope BeO-aapeca BBoau nMeHHO "https://";

6. B moOmisHOM Tenedone orkmoun Qynkiuio "llogxmrouenne k' Wi-Fi
apToMarnuecku'. He momyckail aBTOMAaTHMYECKOTO IMOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 tBoero cornacus. Couuansubie cetd CornuanbHble CETH aKTUBHO
BXOJISIT B HAIly *W3Hb, MHOTHE JIOJAM paOOTAalOT M KUBYT TaM IOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH MWIIHApP] YEJIOBEK, YTO SBISETCS OJHOMN
CEOpMOM BCEX JKHUTENEHW IUIaHeThl. MHOTHE MOJb30BATENM HE IMOHUMAKOT, YTO
uHdopMaIus, pa3MEIIeHHAas UMH B COIIMAIBHBIX CETSX, MOXKET ObITh HailieHa U
UCIIOJIb30BaHA KEM VYIrOJHO, B TOM 4YHCIE HE 00s3areibHO ¢ OJarumMu
HaMEPECHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETIX:

I. Orpanuub cnucok npy3ei. Y TeOd B JpPY3bsiX HE JOIKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIKOJIEH;

2. 3amminaid CBOIO YacTHYIO M3Hb. He ykasbiBail maponu, TenedoHsl,
aapeca, JaTy TBOEro pOXACHUA H  APYryl0 JUYHYI0  HHGOpMAaIHUIO.
3110yMBIIUICHHUKHA MOTYT UCITOJIB30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POAUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammimai CBOIO pENmyTaIldio - JEpKHM €€ B YHUCTOTE M 3ajaBail cebe
BOIPOC: XOTeJN ObI Thl, YTOOBI APYTHE MOJIB30BATEIN BUICTH, YTO ThI 3arpyKaelib?
[Toxymaii, mpeskie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPULIB C JIIOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3Yl CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(GOPMAIMU: UMSI, MECTO >KUTEIBCTBA, MECTO
y4eObl U Mpoyee;

5. U36erait pazmemienus: pororpaduii B MaTepHeTe, rae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEACIUTh TBOE MECTOIOI0KEHHUE;

6. Ilpu peructpauuu B COIMAIBLHOM CETH HEOOXOAMMO UCIOIb30BaTh
CJIO’KHBIE MapOJIU, COCTOSIIME U3 OYKB U IU(P U C KOJIMUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns comumanbHOW CETH, TOYTHI W JPYTUX CalTOB HEO0OXOIUMO
WCITOJIB30BaTh pas3Hble mapoyn. Torma eciu Tedsi B3JIOMAIOT, TO 37T0YMBITINICHHUKH
MOJy4yaT JOCTYH TOJIBKO K OJIHOMY MECTY, a HE BO BCE Cpa3y. DJEKTPOHHbIC
JIEHbIH DJIEKTPOHHBIEC JCHBIH - 3TO OYEeHb YJOOHBIH CIOCOO TUIaTeKel, OJIHAKO
CYILIECTBYIOT MOUIEHHHUKH, KOTOPbIE XOTAT HOJYYUTh 3TH JEHBI'H. DIEKTPOHHBIE
JIEHbI'M TOSIBWJIUCh COBCEM HEAAaBHO M HMEHHO H3-32 3TOI0 BO MHOTHX



rocyJ1apcTBax /10 CHX MOp HE IPOIMCAHO IPO HUX B 3akOoHaXx. B Poccum xe onum
(GYHKUMOHUPYIOT M O HUX YK€ NIPOINUCAHO B 3aKOHE, /e MX pasJeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHbBIE 1 HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE
- 9TO T€, B KOTOPBIX pa3peliaeTcss MpOBOAMUTH Olepanuu 0e3 uiAeHTU(UKAIIH
MOJIb30BATENsl, a4 B HEAHOHHUMHBIX UACHTU(UKALMS TIOJb30BaTeNs SIBISETCS
oOs3aTenbHOU. Takxke cieayer pa3audarh JIEKTPOHHbIE (PUATHBIE JEHBI'M (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI 10 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JACHbraMU:

1. IlpuBspku K cdery MOOWJIBHBIM Tene@oH. DTO camblii YIOOHBIM U
OBICTPBIA CTMOCOO BOCCTAHOBUTH JOCTYH K cueTy. [lpuBsizanHbiii TenedoH
MIOMOJKET, €ciau 3a0ylellb CBOW IUIATEXHBIM Mapoiib WIM 3aijellb Ha CalT C
HE3HAKOMOT'O YCTPOWCTBA;

2. Hcnonb3yil ogHopazoBble maposi. llocne mepexoma Ha YCHICHHYRO
aBTOpHU3allMI0 TeOe yXe He OyJeT yrpokaThb ONAcCHOCTh KpaXXH WM IepexBaTa
IJIATEKHOTO MapoJIs;

3. Beibepu cnoxsblii maponb. [IpecTynHukam OyneT HE MPOCTO yrajaartb
CJIOKHBIN 1apoiib. HaxexxHble 1apoiy - 3T0 Maposiv, KOTOPBIE CONEPKAT HE MEHEE
8 3HAKOB W BKJIOYAIOT B CE€Osl CTPOUYHBIE W MPOIMUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CMBOJIOB, TaKME€ KaK 3HAK JI0Juiapa, (PyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CaWTaX, KOTOPBIM HE JTOBEPSCIIb.
DJIEKTpPOHHAS MMOYTa JJEKTPOHHAS ITOYTa - 3TO TEXHOJOTHS U IMPEAOCTABISAEMBIC
€10 YCIYId IO IEPEChUIKE M TOJYYEHHIO AJIEKTPOHHBIX COOOIICHHI, KOTOpBIE
pacrpenenstoTcss B KOMIbIOTepHON ceTu. OOBIUHO 3JIEKTPOHHBIM MOYTOBBIN SIITUK
BBITJISIAUT ~ CJIEAYIOIIMM  00pa3oM: UMs MOJb30BaTeNs(@umMsi goMeHa. Takke
KpOME IepeJaud MpOCTOro TEKCTa, MMEETCS] BO3MOXKHOCThH IepefaBaTh (Daulbl.
OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C JIIEKTPOHHOM MOUYTOM:

1. Hago BbeIOpaTh mMpaBWIbHBIA MOYTOBBIM cepBUC. B uHTEpHETE ecThb
OTPOMHBIN BBHIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIe IOBEPSThH TEM,
KOTI'0 3HACIlb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B TMYHOM MOYTE TUYHYIO HHGopManuio. Hanpumep, myurie
BBIOpATh "My3bIKaIbHBIN  (panat@" unu "pok2013" BmecTo "Temal3";

3. Hcnonb3ylh ABYXATaHYK aBTOPHU3ALMIO. DTO KOTJIa MOMHMO MapoJisd
HY>KHO BBOJUTB KOJI, TpUChUIaEMBbIN 10 SMS;

4. BpiOepu CIOXHBIM TapoJib. [ KakI0ro MmOYTOBOTrO SIIIMKA JOJIKEH
OBITH CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

5. Ecnm ecTth BO3MOXHOCTh HamucaTb CaMOMY CBOW JIMYHBIM BOIMPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. IlepBblid 11 YacTHOM
NEPENUCKU C aJpecaTaMi, KOTOPbIM Thl JOBEPSACIIb. JTO 3JIEKTPOHHBIM aJpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAIIMHN Ha OopyMaxX U CalTax;

7. He oTkpbiBaii ¢aiiiabsl U Ipyrue BIOKEHUS B MUCHMax, JMaKe €CIU OHU
MNPUIILTA OT TBOWX JApy3el. Jlydile yTouHu y HUX, OTIPABISUIIN JIM OHH TeOE ITH
(baibl;



8. Ilocne okoHuyanust pabOTHl Ha TOYTOBOM CEpPBHUCE TMEpEel 3aKPHITHEM
BKJIQJKU C cadWToM He 3a0yap HaxaTh Ha "Beritu". KubepOymnuHr wunu
BUPTYyaJIbHOE W3/eBaTeNIbcTBO KuOEpOyITMHT - mpeciieloBaHuE COOOLICHUSIMU,
coJiep KallluMHi OCKOPOJICHUSI, arpecCcHio, 3alyTMBaHKe; XyJIUTaHCTBO; COLMAIbLHOE
OOMKOTUPOBAHUE C TTOMOIIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYILIIUHTOM:

1. He 6pocaiics B Ooii. Jlyumunii crioco0: MOCOBETOBATLCA Kak ceOsl BECTH H,
€clii HEeT TOro, K KOMy MOKHO OOpaTHThCs, TO BHadalle YCIOKOUThCA. Ecimu Thbl
HAYHEIIb OTBEYaTh OCKOPOJEHHSIMH Ha OCKOpOJICHHS, TO TOJBKO €Iie OOJbIle
pa30kKeIIb KOH(PIUKT;

2. YropaBinsaii cBoeil KHOeppenmyTalmei;

3. AHoHmMHOCTh B cet MHUMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XYyJIUTaHCKUHA 00pa3 BUPTyadbHOH XKu3HH. MHTEepHET
buKcUpyeT Bce TBOM JIEUCTBHS W COXPAaHSICT UX. YJAIUTh UX OyJeT KpaiiHe
3aTPYJHUTEIIBHO;

5. Cobmroali CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuyHblii HeratuB. OJHOPA30BBIE OCKOPOUTEIbLHBIE
COOOIIeHHsT JIy4lle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayaJbHOM CTaJuu;

/. ban arpeccopa. B nporpammMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
OIPEJEIEHHBIX a/IPECOB;

8. Eciu ThI cBUaeTeNnb KHOEpOyuIMHra. TBOU IEMCTBUS: BBICTYIUTh MPOTUB
npeciieoBaTeNs, MoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJAJIEpXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTHYECKas MOMOUIb, COOOLIUTH
B3POCIIBIM O (paKTe arpecCMBHOIO TIOBEJACHUS B ceTH. MOOWIBHBIN TenedoH
CoBpeMenHble cMapT(HOHBI W IUIAHIIETHI COJIEPKAT B ceOE BIIOJHE B3POCIBIM
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpUpPOBaThH CO CTAallMOHAPHBIMHU
KoMIibroTepamMu. OHAKO, CPEACTB 3AIUTHI IJIs1 TOJJOOHBIX YCTPONUCTB TTOKA OYEHB
Mano. TecTHpoBaHME U TIOMCK YSI3BUMOCTEd B HHUX IMPOUCXOJIUT HE TaK
WHTeHCUBHO, Kak mia IIK, To ke camoe kacaeTcs U MOOWMIIBHBIX MPUIIOKCHUH.
CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIM HACTOJIbHBIE
aHaJoTHu, OJHAKO paclIMpeHHe (QYHKIMOHAJIAa BJIeYeT 3a COOOM OOJNBIIYIO
CIIOHOCTh M MEHBIIYI 3allUIIeHHOCTh. Jlalieko He Bce NPOU3BOJAUTETH
BBIITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOUIME KPUTUYECKHUE YA3BUMOCTU JJISI CBOUX
ycTpoicTB. OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOUIIbHOTO TenedoHa: Huuero
HE SBJISIETCS MO-HacTosimeMy OecruiaTHbIM. Bynb ocToposkeH, BeAb Korja Tebe
npejiararoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUE-TO TIATHBIC
yeayru; Jymaili, mpexae yem otnpaButh SMS, ¢oTto unu Buzmeo. Thl TOYHO
3Haemb, TAe OHU OyayT B KoHedyHoM wurtore? Heob6xomguMo OOHOBISTH
OTIEpAIlMOHHYI0 CHUCTEMy TBoero cmaprdona; Vcmons3yih aHTUBUPYCHBIC
mporpaMmbl i MOOWIBHBIX TenedoHoB, He 3arpyxkail mNpUIOXKEHUS OT
HEU3BECTHOIO WCTOYHUKA, BEIb OHU MOIYT COJEPKAaTb BPEIOHOCHOE
nporpaMMmHoe obOecrieuenue; [locime Toro kak Thl BBIMACIIL C CalTa, IJI€ BBOJMII



JUYHYI0 uH(pOpMaIMioo, 3aiaum B HACTPOWKHM Opay3epa W yaamu cookies;
[lepuonuueckn mpoBepsii, Kakue IUIATHBIE YCIYTM AaKTUBUPOBAaHbI Ha TBOEM
HoMmepe; JlaBail cBOil HOMEp MOOMIBHOTO TesieOoHa TONMBKO JIOASM, KOTOPBIX ThI
3Haelllb U KoMy JoBepselib; Bluetooth qomxken ObITh BBIKIIOYEH, KOT/IA Thl UM HE
nosib3yenibes. He 3a0biBail nHorga nposepsth 3T0. Online urpsl CoBpeMeHHbIE
OHJIAWH-UTPBI - 3TO KPAaCOYHbIC, 3aXBATHIBAIOIINE PA3BICUCHUS, OOBEAUHSIONIIE
COTHM THICSY YEJOBEK MO BceMy MHUpPYy. Mrpoku uccienyroT JaHHBIA UM MHP,
oOMIar0TCs IPYr C APYTOM, BBITIOJHSIOT 3aJaHUs, CPaKArOTCS C MOHCTPAMH H
MOJIYYalOT OMNBIT. 32 yJAOBOJBCTBUE OHHU IUIATAT: MOKYNAIOT JUCK, OIJIAYUBAIOT
a0OHEMEHT WM NpUOOpETAIoT KakWe-TO omuuu. Bce 3T cpenctBa uayT Ha
NMoJJIep)kKaHNEe W pa3BUTHE WIPHl, a Takke Ha caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CHUCTEMBI  aBTOPH3AIlMH, BBITYCKAIOTCS HOBBIC TATYH
(mudpoBhIe 3aruIaTKU JIs MPOTpamMM), 3aKpPBIBAIOTCS YSA3BUMOCTH CepBepoB. B
MOI00HBIX UTPAX CTOUT OMACAThCS HE CTOJIBLKO CBOMX CONEPHUKOB, CKOJIBKO KPaXu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3allMU OOJIBIIIUHCTBA UTP.
OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecimu npyro#t urpok BeaeT ceOs II0X0 MM CO3/1aeT Te0e HEMPHUATHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. lloxamyiica agMuUHUCTpaTOpaM HIPhl Ha IUIOXO€ TOBEJCHHE STOTO
UTPOKA, KEJINATeIbHO MPUJIOKHUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBail TnuHy0 HHGOpPMALIMIO B TpOdaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcionb3yii CIIOKHBIE U pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMs WIPhl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka ThbI
UTpaeIllb, TBOH KOMITBIOTEP MOTYT 3apa3uTh. OUITUHT WA Kpaka JTUIHBIX JaHHBIX
OOBIYHOM Kpaxkel JeHEeT W JOKYMEHTOB CETO/IHS YK€ HHUKOTO HE YAUBHIIb, HO C
pPa3BUTHEM WHTEPHET-TEXHOJIOTHI 3JI0YMBIITUICHHUKY TTEPEMECTUIIMCh B UHTEPHET,
U TPOJOJDKAIOT 3aHMMAaThes "MoOuMbIM" neroM. Tak MosiBHIIaCh HOBas yrposa:
WHTEPHET-MOIIEHHUYECTBA WU (DUILNWHT, TJaBHAs IeJb KOTOPOTO COCTOWUT B
MOJIYYCHUH KOH(GUIEHIIMATBHBIX JAaHHBIX TMOJIb30BATEJICH - JIOTMHOB U TApOJICH.
Ha anrmmiickom si3bike phishing uyutaercss kak ¢umunr (ot fishing - pwiOHas
JIOBJIs, password - TapoJib).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenn 3a cBouM akkayHTOM. Eciu Thl moo3peBaeuib, YTO TBOS aHKETA
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yit 6e30macHbie BeO-CaliThl, B TOM YKCJI€, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Ucnonw3yit ClOXKHBIE M pa3HbIC Mapoyid. Takum oOpa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJY4aT JOCTYI TOJBKO K OJHOMY TBOEMY
PO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMaiM, TO HEOOXOAMMO TMPEAyNpeuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE I00aBICHBI y T€OS B IPY3bsAX, O TOM, UYTO T€OS B3JIOMAJU H,



BO3MOXKHO, OT TBOETO UMEHH Oy/IE€T pacchliaThCsl CllaM M CCHUIKH Ha (PUIIMHTOBBIE
CaAWTHhI;

5. YcranoBu HaaexHbii napodib (PIN) Ha MoOOMIBHBIN TenedoH;

6. OTKIII0OUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbIiBaii (aiyibl U Ipyrue BJIOKEHHS B MUChbMaX, JaXKe €CIIU OHHU
IOPUIILIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ATH
daiinel. Hudposas penyranus Ludposas pemyramus - 3TO HeraTHUBHAs WIU
no3uTHBHas uHpopMaius B cetn o Tebe. Kommpomerupyromas uHbopMmarus,
pa3MelieHHas B WHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM OTpPa3UThCS Ha TBOEH
peanbHoil ku3HHU. "Ludpomas pemyrtamus" - 3TO TBOM HMHIXK, KOTOPBIH
dbopmupyeTcss u3 mHbOpMaK 0 TeOe B WHTEpPHETE. TBOE MECTO KUTEIHCTBA,
yueObl, TBO€ (PMHAHCOBOE IOJOXKEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl O
OJIN3KUX - BCE 3TO HAKAIUIMBAETCS B CETH. MHOIHME MOAPOCTKH JIETKOMBICIEHHO
OTHOCATCA K NyOnukauud JuyHOM uHopmanuu B WHTepHeTe, HE MOHUMAS
BO3MOXHBIX IOCJIEACTBHM. ThI Nake HE CMOXKEMIb J0rajarbCsi O TOM, 4YTO
¢dotorpadusi, pasmelieHHas 5 JeT Ha3a/, cTajla IPUUMHON OTKa3a MPUHSTH Te0s Ha
paboty. KommeHTapuu, pa3MenieHue TBouX Qororpaduil U Apyrue AencTBUs
MOTYT HE UCYE3HYTh JAXKE IOCJE TOr0, KaK Thl MX YAAJIHIIb. Thl HE 3HACUIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJABHOE: YTO MOJyMAaroT O TeOe OKpY’Karolue JIIOIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MHQOpMaLMIO MHOTO JIET CITyCTS CMOYKET
100011 - KaKk U3 100pbIX NOOYKIECHHI, TAK U C HAMEPEHUEM MPUYHUHHUTH BpeA. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 1O 3alIUTE HU(PPOBOM peryTaluu:

1. Ilomymaii, mpexxae 4yeM 4To-TO IMyOJMKOBaTh W NepenaBarb y cels B
0J10TC UIN B COLIMATILHON CETH;

2. B nactpoiikax npoduiis yCTaHOBH OrpaHMYEHHS HAa MPOCMOTP TBOETO
pouIIs U €ro COAEP>KUMOTO, CAENIal ero TOJNbKO "/ist npy3eit';

3. He pa3memaii u He yka3piBail nH(MOpMAIMIO, KOTOpas MOKET KOTo-JI100
OCKOpOJIATh MM 00mkaTh. ABTOpckoe MpaBo COBpEeMEHHbIE IIKOJIBHUKH -
aKTUBHBIE TMOJIb30BaTENM LUPPOBOro mnpoctpaHcTBa. OAHAKO JalleKO HE BCE
3HAIOT, YTO MOJb30BAaHWE MHOTHMHU BO3MOXKHOCTSAMU IIM(PPOBOr0 Mupa Tpedyer
coONIoIeHUs  MpaB  Ha  MHTEJUIEKTYaJbHYIO  COOCTBEHHOCTb.  [e€pMHH
"MHTEJUIEKTyallbHass COOCTBEHHOCTH" OTHOCHTCSI K Ppa3JIMYHbIM TBOPEHUAM
YEJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEHHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb HA MPOAYKTHI U YCIYTH, M 3aKaH4YMBasi KHUTaMmH, Qotorpadusimu,
KMHO(DHIBMAMU W MY3bIKaJIbHBIMH MPOU3BEICHUSIMHU. ABTOPCKHE MpaBa - 3TO
npaBa Ha MHTEIUJIEKTyalbHYI0 COOCTBEHHOCTh Ha MIPOM3BEACHUS HAYyKH,
JUTEPATYPhl U UCKYCCTBA. ABTOPCKME IMpaBa BBICTYNAIOT B KAaueCTBE T'apaHTHUH
TOT0, YTO HWHTEJUICKTYaJbHBIM/TBOPUECKUI TPYJ aBTOpa HE OyJIeT HampacHBIM,
JIaCT €My CIpaBeUIMBbIE BOBMOXHOCTHU 3apab0oTaTh Ha pe3ysibTaTaXx CBOETO TPYyAa,
MOJIyYUTh U3BECTHOCTh U Mpu3HaHue. HukTo Oe3 paspelieHus aBTopa HE MOKET
BOCITPOU3BOMTH ero IPOU3BEACHUE, pacnpoCTpaHsATh, nyOIMYHO
JEMOHCTPUPOBaTh, MpOAaBaTh, UMIOPTUPOBAThH, MyCKaTh B MPOKAT, IyOJIUYHO
UCIIOJIHATh, TIOKa3bIBaTh/UCIONHATE B 3(Qupe WM pa3Mmemate B HHTepHere.



Hcnonp3oBanue "MUpaTCKOTro" MPOrpaMMHOIO OOECTIEUEHHUS] MOKET MPHUBECTH K
MHOTMM PHUCKaM: OT IOTE€PH JaHHBIX K TBOMM aKKayHTaMm /10 OJOKHUPOBKH TBOETO
yCTpOICTBa, TJ€ YCTAHOBJIIEHAa HeJeraiabHas nporpamMma. He crout Taxke
3a0pIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE U O€CILIaTHBbIE MPOTPaMMbl, KOTOpPbIE
MOKHO Haiitu B cetu. O noprane CeTeBUUOK.pJ - TBOU INIaBHBIN COBETUUK B CETH.
31ech Thl MOXEIIb Y3HAaThb O O€30MacHOCTH B CETU MOHSTHBIM U JOCTYIHBIM
A3BIKOM, @ IIPU BOBHUKHOBEHMU KPUTUYECKOW CUTyallUM OOpPaTUTHCS 32 COBETOM.
A Takke TPUHATH Yy4yacTHe B KOHKypcaXx U CTaTh CaMbIM LU(POBBIM
rpaKJaHUHOM!



